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!

"# $%&!%'(&!)*+,-.!'*/012!'034560.!'7'&8$!9403450:!

S9I'(T.),'9!N*0)5T0!.9=!A5-K9'/'4*!@SNUAB!,0!;SAV0!-59)(./!SA!'(4.9,W.),'9X!).035=!Y,)K!0J++'(),94!;SAV0!
-'(5!T,00,'9Z![###)'!.=?.9-5!39'Y/5=45!.9=!5=J-.)5!0)J=59)0!,9!0-,59-5X!)5-K9'/'4*X!.9=!')K5(!.(5.0!'I!
0-K'/.(0K,+!)K.)!Y,//!E50)!05(?5!)K5!9.),'9!.9=!)K5!Y'(/=!,9!)K5!$%0)!-59)J(*#[!!
 
AK5!'(4.9,W.),'9V0!('/5!,0!)'!+('?,=5!T'=5(9X!5II,-,59)X!.9=!-'0)M5II5-),?5!SA!05(?,-50!)'!)K5!59),(5!;SA!-'TM
TJ9,)*#!;SA\0!+K*0,-./!05-J(,)*!.9=!.--500!-'9)('/!0*0)5T0!,9-/J=5!T'(5!)K.9!"1O!+.95/0!I'(!.--500!-'9)('/!
.9=!,9)(J0,'9!./.(T!0*0)5T0!.9=!T'(5!)K.9!:X"OO!-.(=!(5.=5(0!0J++'(),94!E')K!+K*0,-./!S&!-.(=0!.9=!;SA\0!
=,4,)./!S&!I'(!0T.()+K'950#!
!
SNUA\0!8.T+J0!N.I5)*!.9=!N5-J(,)*!A5.T!T.9.450!.//!;SA\0!+K*0,-./!05-J(,)*!0*0)5T0!Y,)K!)K5!5]-5+),'9!'I!
7J)'T.)5=!P/5-)('9,-!&5I,E(,//.)'(0!YK,-K!,0!T.9.45=!E*!)K5!;SA!PT5(459-*!;.9.45T59)!N*0)5T!)5.T#!!AK5!
05-J(,)*!0*0)5T0!Y,)K,9!;SA!.(5Z!R595)5-!N5-J(,)*!N*0)5T!@^,=5'X!7--500!8'9)('/BX!_'0-K!I'(!,9)(J0,'9!.9=!
+.9,-!./.(T0X!.9=!&5,0)5(!I'(!35*!E']!.9=!7005)!;.9.45T59)!N*0)5T#!!2/5.05!(5I5(!)'!.++59=,]!I'(!0K'+!
=(.Y,940# 
 
;SA\0!8.T+J0!N.I5)*!05(?,-50!-'90,0)0!'I!)K5!I'//'Y,94!05(?,-50 

o ^,=5'!NJ(?5,//.9-5!!!
o 7--500!8'9)('/!!
o 7/.(T0!!
o `5*!_']!;.9.45T59)!!
o 7J=,'a^,0J./!S9)5(-'T0!!
o PT5(459-*!2K'950!! 

;#! <=><9'8!

;SA!S9I'(T.),'9!N*0)5T0!U!A5-K9'/'4*!K.0!=5?5/'+5=!)K,0!='-JT59)!)'!50).E/,0K!.!J9,I'(T!0).9=.(=!I'(!
SNUA!8.T+J0!N.I5)*!N5(?,-50#!!AK5!+J(+'05!'I!)K5!SNUA!N).9=.(=0!,0!)'!590J(5!)K.)!05-J(5X!.++('+(,.)5/*!
0,W5=X!59?,('9T59).//*!-'9)('//5=X!.9=!0J0).,9.E/5!0*0)5T0!.(5!EJ,/)!-'90,0)59)/*!I'(!SNUA!.)!;SA#!!!
!
;SA!SNUA!Y,//!+('?,=5!=50,49!4J,=.9-5!I'(!)K505!0.I5)*!.9=!05-J(,)*!0*0)5T0X!.9=!)K5!;SA!2('b5-)!)5.TX!=5M
0,495(!.9=!EJ,/=5(0!0K.//!-''(=,9.)5!,T+/5T59).),'9!Y,)K!;SA!SNUA#! 

?#@!&8>$%A9B9C7!
N55!.++59=,]!I'(!)5(T,9'/'4,50!J05=!)K('J4K!)K5!='-JT59)#!!!

D#@!$%&!%'(&!)*+,-.!'*/012!*EF!'06-3512!CG403E*E60!
AK5!;SA!8.T+J0!N.I5)*!c'(3,94!R('J+!@8NcRB!+('?,=50!'?5(0,4K)!.9=!4J,=.9-5!I'(!;SA\0!.--500!-'9)('/!.9=!
+K*0,-./!05-J(,)*!0*0)5T0X!.9=!)K5!=.).!.00'-,.)5=!Y,)K!)K'05!0*0)5T0!.9=!)K5,(!5/5T59)0#!!
 
https://cswg.mit.edu/ 
!
AK5!I'//'Y,94!(5dJ,(50!.++('?./!I('T!;SA!8.T+J0!N.I5)*!c'(3,94!R('J+!+(,'(!)'!,90).//.),'9!'(!(5T'?./e!
• PT5(459-*!2K'950!
• NJ(?5,//.9-5!8.T5(.0!
• 8.T5(.!^,5Y,94!7--'J9)0!
• 2.9,-a&J(500!_J))'9!
• S9)(J0,'9!7/.(T0!

H#@!>0I*10F!JG6-+0E1.!
&S^#!$%!f!g,(5!2(')5-),'9!
&S^#!$C!M!P/5-)(,-./!!
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&S^#!$"!M!8'TTJ9,-.),'90!

K#@ >0L-530+0E1.!

h ^59='(!TJ0)!E5!.J)K'(,W5=!.9=!-5(),I,5=!,9!)K5!0*0)5T0X!=5?,-50!.9=!-'T+'959)0X!I'(!.//!T.350!.9=!T.9JI.-M
)J(5(0!)K.)!,0!-'9).,95=!Y,)K,9!)K5!+('b5-)!0-'+5#!

h 70!_J,/)!=(.Y,940!TJ0)!E5!+('?,=5=!)'!;SA!E')K!,9!7J)'87&!.9=!2&g!+(,'(!)'!-/'0,94!.!+('b5-)#!
h 8'90J/)!Y,)K!;SA!SNUA!.0!+.()!'I!=50,49!
h 7//!;SA!8.T+J0!N.I5)*!.9=!N5-J(,)*!0*0)5T0!955=!)'!E5!=50,495=!.--'(=,94!)K5!-J((59)!/'-./X!0).)5X!.9=!I5=M

5(./!-'=50!

M#@ '8>N%)8'!

M#" N%J89!'=>N8%BBOA)8'!'8>N%)8'!
;SA!K.0!=50,49!(5dJ,(5T59)0!I'(!,9)5(9./!.9=!5])5(9./!?,=5'!0J(?5,//.9-5!-.T5(.0!.9=!?,=5'!0J(?5,//.9-5!-.T5(.!
T'9,)'(,94!0).),'90#!

• ;,9,TJT!T'J9),94!K5,4K)!I'(!.!-.T5(.!,0!9,95!I55)!@F\B!I('T!I,9./!4(.=5!'(!I/''(!I,9,0K#!!!
• ;.],TJT!T'J9),94!K5,4K)!,0!)Y5/?5!I55)!@%$VB!I('T!I,9./!4(.=5!'(!I/''(!I,9,0K#!!!
• 8.T5(.0!,90).//5=!,9!5])5(,'(!/'-.),'90X!'(!,9)5(,'(!/'-.),'90!)K.)!T.*!(5dJ,(5!.!0)(,-)5(!59?,('9T59)./!(5M

dJ,(5T59)!@0J-K!.0!4.(.450B!f!0K'J/=!E5!.9!5])5(,'(!)*+5!-.T5(.#!N55!?59='(!-.T5(.0!0+5-,I,-.),'90!I'(!
=5).,/0#!

• P])5(,'(!-.T5(.0!K.?5!05?5(./!T'J9),94!'+),'90!f!Y.//!T'J9)X!+'/5!T'J9)X!-5,/,94!T'J9)X!.9=!(''I!
T'J9)#!!!

• G05!?59='(!-'T+.),E/5!T'J9),94!0'/J),'90X!.9=!.00'-,.)5=!+5(,+K5(./0!
• c,(,94!0K'J/=!8'T+/*!Y,)K!&S^#!$"!
• 8.T5(.0!/'-.),'9!0K'J/=!9')!K.?5!.9!'E0)(J-)5=!?,5Y#!!AK,0!,9-/J=50Z!

o 79*!E(,4K)!/,4K)!0'J(-50!'(!5]-500,?5!0J9/,4K)!
o 79*!EJ,/=,94!-'T+'959)0X!0*0)5T0X!=5?,-50X!'(!,9I(.0)(J-)J(5!@5T5(459-*!5],)!0,490X!+,+50X!E.9M

95(0X!I/.40X!+'0)0X!5)-#B#!
o >+59!=''(0!'(!K.)-K50#!

• N55!?59='(!-.T5(.!0+5-0!0K55)0!I'(!I,5/=!'I!?,5Y!I'(!-.T5(.0#!
• L'!/,4K)9,94!('=0!0K.//!E5!.)).-K5=!)'!-.T5(.!T'J9)0#!
• 2.9aA,/)ai''T!@2AiB!-.T5(.0!'9!(''I!)'+0!0K'J/=!K.94!'J)!'?5(!)K5!EJ,/=,94V0!5=45!Y,)K!.!T,9,TJT!'I!C!

,9-K50!'I!-/5.(.9-5!E5*'9=!)K5!5=45!'I!)K5!EJ,/=,94!.9=!0K'J/=!9')!E5!'E0)(J-)5=!E*!.9*)K,94!)K.)!,0!.)M
).-K5=!)'!'(!K.940!'II!)K5!EJ,/=,94#!

• 79*!5]-5+),'90!)'!)K505!4J,=5/,950!TJ0)!E5!.++('?5=!,9!.=?.9-5!E*!SNUA#!
;SA!K.0!(5dJ,(5T59)0!)K.)!)K5!I'//'Y,94!0+.-50!(5dJ,(50!5])5(,'(!-.T5(.@0B#!!8'90J/)!Y,)K!;SA!SNUA!I'(!(5dJ,(5

! T59)!=5).,/0#!
• 7//!5])5(,'(!=''(0a59)(*!+',9)0!)'!EJ,/=,940!
• H''I!A'+!.9=!K.)-K50!59)(.9-50!
• 7//!AH!59)(.9-50!
• 7//!A5((.-50!

^,=5'!NJ(?5,//.9-50Z!;'9,)'(,94!N).),'90!
• SI!(5dJ,(5=X!59=!J05(!T'9,)'(,94!0).),'90!)'!T'9,)'(!-.T5(.0!0K.//!E5!IJ(9,0K5=!E*!)K5!;SA!8J0)'T5(#!
• N55!?59='(!(5dJ,(5T59)0!I'(!T,9,TJT!0*0)5T!(5dJ,(5T59)0#!
• 79*!;'9,)'(,94!N).),'9!(5dJ50)!TJ0)!E5!.++('?5=!E*!;SA!8NcR#!!

N55!.++59=,]!I'(!.++('?5=!K.(=Y.(5!.9=!-.E/,94!
!

M#; O))8''!)9A&>9B!'8>N%)8'!
• ;SA!K.0!=50,49!(5dJ,(5T59)0!I'(!.--500!-'9)('/!05(?,-50#!
• 7--500!8'9)('/!-.9!'9/*!E5!,T+/5T59)5=!Y,)K!;SA!SNUA!.++('?5=!5/5-)(,I,5=!K.(=Y.(5#!!N55!.++59=,]!I'(!/,0)#!
• AK5!I'//'Y,94!0+.-50!(5dJ,(50!.--500!-'9)('/#!8'90J/)!Y,)K!;SA!SNUA!I'(!(5dJ,(5T59)!=5).,/0#!

- 7//!5])5(,'(!=''(a59)(*!+',9)0!)'!)K5!EJ,/=,94#!N'T5!5])5(,'(!=''(0!T.*!(5dJ,(5!;2A#!
- H''I!A'+!=''(!
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- 7//!AH0!
- A5((.-50!

M#;#"! JGG3!12,56*I.!
h &50,49!TJ0)!-'T+/*!Y,)K!)K5!;SA!=''(!)*+,-./#!!
h 7//!5]-5+),'90!TJ0)!E5!.++('?5=!E*!;SA!SNUA!+(,'(#!
h N55!.++59=,]!I'(!=5).,/0!.9=!0K'+!=(.Y,940!

M#;#;! JGG3!<*6P*Q0!
h &50,49!TJ0)!-'T+/*!Y,)K!)K5!;SA!=''(!+.-3.45!(5dJ,(5T59)0!
h 7//!5]-5+),'90!TJ0)!E5!.++('?5=!E*!;SA!SNUA!+(,'(#!
h N55!.++59=,]!I'(!=5).,/0!

M#;#?! O660..!)GE13GI!<G5E1.!
h 7--500!8'9)('/!2',9)0!.(5!=''(0!5dJ,++5=!Y,)K!-.(=!(5.=5(0X!5/5-)(,-!/'-3,94!K.(=Y.(5X!=''(!-'9).-)0X!.9=!(5M

dJ50)!)'!5],)!=5?,-50#!!!AK5*!T.*!955=!)'!E5!,9)5(I.-5=!Y,)K!.9!7J)'!&''(!>+595(X!=5?,-5!'(!.!;.495),-!&''(!
<'/=!>+59!=5?,-5#!!&''(!IJ9-),'90!0J-K!.0!I.,/!0.I5aI.,/!05-J(5X!,9)5(I.-5!Y,)K!7&>X!=5/.*5=!54(500X!.9=!+'0,M
),?5!/.)-K!I'(!0T'35!-'T+.()T59)./,W.),'9!=5)5(T,95!5/5-)(,-!/'-3,94!K.(=Y.(5!-K',-50!I('T!;SA!.++('?5=!
/,0)#!

h &''(!Q'-30!M!;SA!(5dJ,(5T59)0!I'(!5/5-)(,-!/'-3!)*+5!'+),'90!.9=!=50,49#!!!
h 7//!5/5-)(,-!/'-3,94!K.(=Y.(5!,9!J05!.)!)K5!S90),)J)5!0K.//!E5!g.,/MN5-J(5!J9/500!+(50-(,E5=!)'!E5!g.,/MN.I5!E*!

EJ,/=,94!-'=5!'(!.0!=,(5-)5=!E*!;SA\!)'!E5!05)J+!.0!2('?,0,'9./!G9/'-3#!
h ;SA!='50!9')!.++('?5!)K5!J05!'I!5/5-)('MT.495),-!=''(!/'-3,94!K.(=Y.(5!@j;.4MQ'-30B!J9/500!+(5?,'J0/*!.+M

+('?5=#!
h 2/5.05!055!.++59=,]!I'(!=5).,/0!

"#$#6#%! 7--500!8'9)('/!2',9)!8.E/,94!.9=!&5?,-50Z!!!
• 8.E/5!_J9=/50Z!!N55!.++('?5=!/,0)!'I!-.E/50!,9!7++59=,]!!
• <'(,W'9)./!'(!^5(),-./!2595)(.),'90!'J)!'I!)K5!AHZ!!N55!&S^#!$"!)'!I'//'Y!05-),'9!1!f!8'TTJ9,-.),'90!

-.E/5!0*0)5T!0J++'()!,9I(.0)(J-)J(5#!
• <'(,W'9)./!8.E/5!HJ90Z!N55!&S^#!$"!)'!I'//'Y!05-),'9!1!f!8'TTJ9,-.),'90!-.E/5!0*0)5T!0J++'()!,9M

I(.0)(J-)J(5#!
• 2.)KY.*0Z!N55!&S^#!$"!)'!I'//'Y!05-),'9!1!f!8'TTJ9,-.),'90!-.E/5!0*0)5T!0J++'()!,9I(.0)(J-)J(5#!!

• P])(.!8.E/5!Q594)K0Z!!P])(.!-.E/5!/594)K!.9=!J9J05=!-'9=J-)'(0!0K.//!E5!/.E5/5=!'9!E')K!59=0!.9=!
0)'(5=!.)!5.-K!7--500!8'9)('/!2',9)!,9!bJ9-),'9!E']!I'(!IJ)J(5!J05!.9=!.)!5.-K!782!,9!C!E*!CM,9-K!-.M

E/5!)('J4K!I'(!IJ)J(5!J05#!
• P.-K!H&H!0K.//!E5!T'J9)5=!,9!.--'(=.9-5!7&7!(5dJ,(5T59)0#!

• N55!.++59=,]!I'(!/,0)!'I!.++('?5=!K.(=Y.(5!

!M#;#D! $*QE0156!RGIF!9,0E!J04560.!

• AK505!=5?,-50!.(5!J0J.//*!J05=!'9!0T'35!-'T+.()T59)./,W.),'9!=''(0!)K.)!955=!)'!-/'05!'9!.9!.-),?5!I,(5!
5?59)#!!70!0J-KX!)K5*!.(5!K'0)5=!'9!.9=!+'Y5(5=!I('T!)K5!EJ,/=,94\0!.J)'T.)5=!I,(5!=5)5-),'9!0*0)5T!.9=!.(5!
+.()!'I!)K5!I,(5!0*0)5T!+('b5-)!0-'+5#!!!

• AK5!05-J(,)*!0*0)5T!='50!9')!K'0)!)K505!=5?,-50#!!AK5!05-J(,)*!0*0)5T!T5(5/*!+('?,=50!.!9'(T./!0-K5=J/5!I'(!
)K5!595(4,W,94a=5M595(4,W,94!'I!)K505!=5?,-50!@J),/,W,94!.!='Y90)(5.T!(5/.*B#!!!!

M#;#H! $GE51G3!<G5E1.!S$<&T!
• ;'9,)'(!2',9)0!@;2AB!.(5!./.(T5=!=''(0!5dJ,++5=!Y,)K!=''(!-'9).-)0!@&8BX!.!/'-./!./.(T!0'J9=5(!@NB!.9=!(5M

dJ50)M)'M5],)!=5?,-5!@HAP!YK5(5!I(55!54(500!,0!.//'Y5=B!)K.)!,0!J05=!I'(!5T5(459-*!5],)!'9/*!=''(0!'(!(''I!
=''(0aK.)-K50#!!

• ;2A!TJ0)!K.?5!)K5!0.T5!-.E/5!+.45!.0!.9!.--500!-'9)('/!=''(!.9=!TJ0)!-'90,0)0!'I!=''(!-'9).-)0X!HPkX!.9=!
/'-./!0'J9=5(0#!

• N55!.++59=,]!I'(!=5).,/0!.9=!0K'+!=(.Y,940!!
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M#;#K O660..!)GE13GI!<*E0I.!
• 7//!-.(=!(5.=5(!5dJ,++5=!=''(0!0K.//!E5!K'0)5=!'9!.9!7--500!8'9)('/!2.95/!@782B!.9=!5.-K!782!.9=!.//!'I!,)0!

0*0)5T0!-'T+'959)0!0K.//!E5!K'J05=!,9!.!0,94/5!59-/'0J(5#!
• N55!&S^#$"!I'(!+.95/!/'-.),'9!,9!AH!
• H5I5(!)'!&S^#!$C!I'(!g,(5!7/.(T!8'995-),'9!
• N55!.++59=,]!I'(!=5).,/0!.9=!0K'+!=(.Y,940!

M#;#M!! O660..!)GE13GI!$*.103!)GE13GII03!
• 7!8/'J=/,93!,0!(5dJ,(5=!f!;.0)5(!8'9)('//5(!I'(!.//!.--500!-'9)('/!,9I(.0)(J-)J(5#!
• 8/'J=Q,93!)'!E5!/'-.)5=!,9!)K5!_&ga;&g!'I!)K5!EJ,/=,94!,)!0J++'()0#!
• N55!.++59=,]!I'(!/,0)!'I!.++('?5=!K.(=Y.(5!

M#;#U!! O660..!)GE13GI!J04560!)*VI5EQ!
• N).9=.(=0!I'(!&5?,-5!8.E/,94!f!7//!-.E/,94!'J)!)'!I,5/=!=5?,-50!)'!0J++'()!.9!7--500!8'9)('/!2',9)!@H&HB!'(!.!

;'9,)'(!2',9)!@;2AB!-.9!T.35!J05!'I!.//!/'Y!?'/).45!+.)KY.*0#!!!
• 79*!-.(=!.--500!-'9)('/!=''(0!)K.)!./0'!K.0!.9!.J)'!=''(!'+595(0!@7&>B!955=0!)'!E5!9')5=!,9!)K5!05-J(,)*!

=(.Y,940!.9=!0-'+5!f!,9!.==,),'9!)'!)K5!0).9=.(=!-.E/5!EJ9=/5!)K5(5!,0!.!(5dJ,(5T59)!I'(!.9!.==,),'9./!$$a%$!
-.E/5!EJ9=/5#!

• 8'90J/)!Y,)K!;SA!SNUA!I'(!)K5!.++('+(,.)5!-.E/5!I,//!(.),'0!I'(!.//!.++/,-.E/5!+.)KY.*0#!

M#;#W! =.5EQ!*!)*3F!>0*F03!/G3!O660..!O-1X0E156*15GE!GE!AGEY'1*EF*3F!J04560.!

• ;SA!0J++'()0!J0,94!-.(=!(5.=5(!.J)K59),-.),'9!.0!.!T5.90!'I!-'9)('//,94!.--500!)'!')K5(!=5?,-50!YK,-K!.(5!
9'9M9.),?5!)'!;SA!,9I(.0)(J-)J(5!0J-K!.0!5/5?.)'(0X!)J(90),/50X!'?5(K5.=!=''(0X!T.-K,95(*X!+'Y5(!5dJ,+T59)X!
5)-!Y,)K!)K5!I'//'Y,94!-'9=,),'90Z!

• AK5(5!TJ0)!E5!.!-/5.(!=5/,95.),'9!'I!0J++'()!I('T!)K5!0*0)5T0X!=5?,-50X!.9=!-'T+'959)0!Y,)K!YK,-K!,)!,9)5(M
I.-50#!

• ;SA!Y,//!E5!(50+'90,E/5!I'(!)K5!-.(=!(5.=5(!.J)K59),-.),'9!/'4,-!.9=!-K.94,94!)K5!0).)5!'I!.9!'J)+J)!(5/.*!)'!
+('?,=5!)K5!=50,(5=!,9)5(I.-5#!!!

• 2(,'(!.++('?./!'I!)K5!='Y90)(5.T!=5?,-5!.9=!,)0!(5dJ,(5T59)0!I('T!;SA!SNUA!,0!(5dJ,(5=!f!,9-/J=,94!(5M
dJ,(5T59)0!'9!.9*!='Y90)(5.T!/'Y!?'/).45!/'4,-M/5?5/!,9+J)X!?'/).45!.9=!-J((59)!0+5-,I,-.),'90#!

M#;#"@! 8I04*1G3!O660..!)GE13GI!
;SA!K.0!=50,49!(5dJ,(5T59)0!I'(!5/5?.)'(!.--500!-'9)('/!

• P/5?.)'(!7--500!8'9)('/!f!AK5(5!.(5!)Y'!)*+50!'I!-.(=!(5.=5(!.--500!-'9)('/!I'(!5/5?.)'(0!f!8.//!_J))'9!7--500!
8'9)('/!.9=!S9M8.E!g/''(!7--500!8'9)('/#!
• 8.//!_J))'9!7--500!8'9)('/!f!7!-.(=!(5.=5(!,0!T'J9)5=!'J)0,=5!)K5!5/5?.)'(!-.E!95])!)'!)K5!5/5?.)'(!-.//!

EJ))'9#!!AK5!05-J(,)*!0*0)5T!,9)5((J+)0!)K5!IJ9-),'9!'I!)K5!5/5?.)'(!-.//!EJ))'9!YK59!)K5!5/5?.)'(!,0!,9!
-'9)('//5=!.--500!,9!)K5!05-J(,)*!0*0)5T#!!7!+.005945(!+(5059)0!.!-.(=!.9=!,I!.J)K'(,W5=!I'(!J05X!)K5!05-JM
(,)*!0*0)5T!-K.9450!)K5!0).)5!'I!.!(5/.*!-'995-)5=!)'!)K5!5/5?.)'(!-'9)('//5(!.//'Y,94!)K5!-.//!EJ))'9!)'!
IJ9-),'9#!!!

• S9M8.E!g/''(!8'9)('/!f!7!-.(=!(5.=5(!,0!T'J9)5=!,90,=5!)K5!5/5?.)'(!-.E!95.(!)K5!5/5?.)'(!-'9)('/0#!!AK5!
-.(=!(5.=5(!,0!-'995-)5=!)'!-'9=J-)'(0!,9!)K5!5/5?.)'(\0!)(.?5//,94!-.E/5!@0,]!%DM4.J45!-'9=J-)'(0X!)Y'!'I!
YK,-K!TJ0)!E5!+/59JTM0K,5/=5=B#!!AK5!5/5?.)'(!-'9)('//5(!,0!,9)5(I.-5=!Y,)K!)K5!05-J(,)*!0*0)5T!0'!)K.)!
5.-K!I/''(!EJ))'9!,0!-'9)('//5=!0,T,/.(/*!)'!K'Y!)K5!-.//!EJ))'9!,0!-'9)('//5=#!!cK59!.!I/''(!,0!,9!-'9)('//5=!
.--500X!)K5!I/''(!EJ))'9!Y,//!9')!E5!'+5(.E/5#!!7!+.005945(!+(5059)0!.!-.(=!.9=!,I!.J)K'(,W5=!I'(!I/''(!.-M
-500X!.//!I/''(0!)K.)!+.005945(!,0!.J)K'(,W5=!)'!.--500!)K59!E5-'T5!'+5(.),'9./!.0!)K5!05-J(,)*!0*0)5T!
-K.9450!)K5!0).)5!'I!.!(5/.*!-'995-)5=!)'!)K5!5/5?.)'(!-'9)('//5(!.//'Y,94!'9/*!)K5!.J)K'(,W5=!I/''(!EJ)M
)'9@0B!I'(!)K.)!+.005945(!)'!IJ9-),'9#!!>9-5!)K.)!+.005945(!05/5-)0!.9*!'I!)K5!I/''(!EJ))'90!.J)K'(,W5=!I'(!
)K5,(!J05X!.//!I/''(!EJ))'90!)K59!(5?5()!)'!)K5,(!+(5?,'J0!-'9)('//5=!@'(!J9-'9)('//5=B!.--500!0).)5#!!!

• ;SA!N).9=.(=!,0!I'(!,9M-.E!I/''(!-'9)('/!,0!-.//5=!I'(!,9!.9!5/5?.)'(!.0!+.()!'I!.!+('b5-)X!.//!I/''(0!0K.//!E5!
5dJ,++5=!I'(!,9=,?,=J./!I/''(!-'9)('/!5?59!,I!)K5!,9,),./!,9)59)!'I!)K5!+('b5-)!,0!I'(!'9/*!0'T5!I/''(0!)'!E5!-'9M
)('//5=#!!AK5!5]-5+),'9!,0!)K5!54(500!'(!I,(5T.9\0!I/''(!YK,-K!-.99')!E5!-'9)('//5=#!
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• S9)54(.),'9!'I!)K5!05-J(,)*!0*0)5T!.9=!)K5!5/5?.)'(!-'9)('//5(@0B!I.//0!'9!E')K!)K5!05-J(,)*!?59='(!.9=!)K5!5/5M
?.)'(!?59='(#!!_')K!?59='(0!955=!)'!,9-/J=5!0*0)5T0!,9)54(.),'9!.0!+.()!'I!)K5,(!+('b5-)!0-'+50!,9-/J=,94!)K5!
)5-K9,-,.9!),T5!95-500.(*!I'(!E')K!?59='(0!)'!-''(=,9.)5!)K5!,9)5(I.-5!'I!)K5!)Y'!0*0)5T0#!

• AK5!,9)54(.),'9!'I!)K5!05-J(,)*!0*0)5T!.9=!5/5?.)'(!-'9)('//5(!0K.//!E5!-'9).,95=!,9!.9!59-/'0J(5!T'J9)5=!
'J)0,=5!'I!)K5!5/5?.)'(!-'9)('/!(''T!@0'!)K5!05-J(,)*!0*0)5T!+'(),'9!'I!)K5!,9)5(I.-5!-.9!E5!05(?,-5=!.9=!
T.,9).,95=!Y,)K'J)!(5dJ,(,94!.--500!)'!)K5!5/5?.)'(!T.-K,95!(''TB#!

• AK5!,9)54(.),'9!'I!)K5!05-J(,)*!0*0)5T!.9=!5/5?.)'(!-'9)('//5(0!0K.//!E5!jI.,/!0.I5l!T5.9,94!)K5!'+5(.),'9!'I!
)K5!5/5?.)'(!Y,//!=5I.J/)!)'!)K5!-'9)('/!'I!)K5!I,(5!0*0)5T!YK59!)K5(5!,0!.9!.-),?5!5?59)!,9!)K5!EJ,/=,94\0!.J)'M
T.)5=!I,(5!=5)5-),'9!0*0)5T!@.0!(5dJ,(5=!E*!-'=5B!.9=!I.,/J(5!'I!.9*!5/5-)('9,-!-'T+'959)0!,9!)K5!05-J(,)*!
0*0)5T!Y,//!(50J/)!,9!)K5!5/5?.)'(!=5I.J/),94!)'!.9!J9-'9)('//5=!0).)5!)'!)K5!5])59)!+'00,E/5!.0!,)!(5/.)50!)'!)K5!
05-J(,)*!0*0)5T#!!

• AK5!-.(=!(5.=5(!4('J9=!Y,(5!0K.//!E5!-'9),4J'J0!)K5!59),(5!/594)K!'I!)K5!Y,(5!I('T!)K5!-.(=!(5.=5(!)K('J4K!
)K5!5/5?.)'(!)(.?5//,94!-.E/5!)'!)K5!K'0),94!05-J(,)*!+.95/#!!AK5!4('J9=!Y,(5!0K.//!E5!,0'/.)5=!.)!)K5!-.(=!
(5.=5(!59=!.9=!4('J9=5=!.)!)K5!+.95/!59=#!

• N55!.++59=,]!I'(!.++('?5=!K.(=Y.(5!.9=!-.E/,94!

M#;#""! <*3P5EQ!BG1.!*EF!C*10.!
• ;SA!K.0!=50,49!(5dJ,(5T59)0!I'(!.--500M-'9)('//5=!+.(3,94!/')0!.9=!4.)50!
• &50,49!'I!2.(3,94!/')!TJ0)!E5!-''(=,9.)5=!Y,)K!;SA!SNUA!.9=!;SA!2.(3,94!'II,-5#!
• 7//!;SA!.--500M-'9)('//5=!+.(3,94!/')0!TJ0)!E5!5dJ,++5=!Y,)K!.)!/5.0)!'95!4.)5X!.--500!-'9)('/!(5.=5(0!.9=!Q,M

-5905!2/.)5!H5.=5(0!@Q2HB!I'(!.--500#!!N55!?59='(\0!(5dJ,(5T59)!I'(!Q2H!-.T5(.!,90).//.),'9a/'-.),'9!(5M
dJ,(5T59)0#!

• N55!.++59=,]!I'(!.++('?5=!K.(=Y.(5!.9=!-.E/,94!

M#? OI*3+.!

• ;SA!0J++'()0!S9)(J0,'9!./.(T0!I'(!.!+K*0,-./!.(5.X!7005)!;.9.45T59)X!Q,I5!N.I5)*!2.9,-!7/.(T0!!
• 7//!S9)(J0,'9!7/.(T!i'950!TJ0)!K.?5!.)!/5.0)!'95!.(Ta=,0.(T!Q8&!`5*+.=!/'-.)5=!-/'05!)'!)K5!.(5.!59)(.9-5!
• P.-K!782!59-/'0J(5!)K.)!K'J050!.9!S9)(J0,'9!7/.(T!2.95/!0K.//!K.?5!.9!.(Ta=,0.(T!Q8&!`5*+.=!T'J9)5=!'9!

)K5!'J)0,=5!'I!)K5!+.95/!59-/'0J(5!)'!E5!J05=!I'(!05(?,-,94aT.,9).,9,94!)K5!S9)(J0,'9!7/.(T!2.95/#!
• 7//!,9)(J0,'9!./.(T0!.9=!+.9,-!./.(T0!TJ0)!E5!.++('?5=!E*!;SA!8NcR!+(,'(#!
• 2.9,-!7/.(T0!TJ0)!E5!,9)54(.)5=!Y,)K!.!-.T5(.!
• N55!.++59=,]!I'(!.++('?5=!K.(=Y.(5!.9=!-.E/,94!

M#D Z02![G\!$*E*Q0+0E1!!

• N55!.)).-K5=!I'(!.++('?5=!K.(=Y.(5!.9=!(5dJ,(5T59)0!

M#H O-F5G]N5.-*I!%E1036G+.!!

• N55!.)).-K5=!I'(!.++('?5=!K.(=Y.(5!.9=!0K'+!=(.Y,940!

M#K 8+03Q0E62!<XGE0.!

• PT5(459-*!2K'950X!59-/'0J(50X!.9=!.--500'(,50!,90).//5=!'9!-.T+J0!YK59!.-),?.)5=!=,./0!;SA!+'/,-5!=5+.()M
T59)\0!=,0+.)-K!-59)5(!,9!-.05!'I!.9!5T5(459-*#!!

• ;SA!0J++'()0!$!)*+50!'I!5T5(459-*!+K'950#!c.//MT'J9)!.9=!N).9-K,'9!0)*/5!=5+/'*T59)0#!!g'(!'J)=''(!
PT5(459-*!2K'950X!J05!N).9-K,'9!?0!c.//!J9/500!')K5(Y,05!0+5-,I,5=#!!7//!PT5(459-*!2K'950!TJ0)!E5!,9)5M
4(.)5=!Y,)K!.!8.T5(.!.9=!5.-K!-.T5(.!0K'J/=!K.?5!?,0J./!0,4K),94!'I!)K5!95])!-.T5(.#!!

• PT5(459-*!+'Y5(!.9=!=.).!-.E/,94!+.)KY.*!-'90,=5(.),'90!.9=!0+5-,I,-.),'90!,9!.--'(=.9-5!Y,)K!&S^#!$C!U!
$"!.++/*!YK59!+/.99,94!)'!+('?,0,'9!5T5(459-*!+K'950#!!2.)KY.*0!.++('?5=!E*!;SA!SNUA!S9I(.0)(J-)J(5!(5+M
(5059).),?5#!!AK5!%$O!^78!=5=,-.)5=!5/5-)(,-./!-,(-J,)!'9!0).9=E*!+'Y5(!YK5(5!.?.,/.E/5#!

• P].-)!PT5(459-*!+K'95!+/.-5T59)!/'-.),'90!TJ0)!E5!.++('?5=!E*!;SA!8NcR!
• N55!.)).-K5=!I'(!.++('?5=!K.(=Y.(5!.9=!0K'+!=(.Y,940!

U#@ %&!&0I06G++-E56*15GE!>GG+!>0L-530+0E1.!

• H5I5(!)'!&S^#!$"!f!I'(!A5/a&.).!&50,49!Q.*'J)!&(.Y,940!.9=!&50,49!N).9=.(=0#!
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• H5I5(!)'!8.T+J0!N.I5)*!.9=!N5-J(,)*!AK5T.),-!I'/=5(!.++59=,]!I'(!K.(=Y.(5!(5dJ,(5T59)0#!

W#@ [-5IF5EQ!>GG/!&G,.!JGG3.!*EF!R*16X0.!>0L-530+0E1.!

• &''(0!Y,//!E5!'J)I,))5=!.0!.9!.--500!-'9)('/!=''(!Y,)K!0'J9=5(0!.9=!5])5(,'(!-.T5(.0!
• <.)-K50!Y,//!E5!'J)I,))5=!.0!.9!;2A!Y,)K!0'J9=5(0!.9=!5])5(,'(!-.T5(.0!
• 7++('?5=!;SA!=''(!0,49.45!(5dJ,(5=!
• N55!.++59=,]!I'(!.++('?5=!K.(=Y.(5!.9=!-.E/,94!

!

O,,0EF5\!Y!8I061356!BG6P.!

h! 7//!5/5-)(,-!/'-3,94!K.(=Y.(5!,9!J05!.)!)K5!S90),)J)5!0K.//!-'9I'(T!)'!)K5!(5dJ,(5T59)0!'I!N).)5!.9=!g5=5(./!_J,/=M
,94!8'=5#!
h! 7//!5/5-)(,-!/'-3,94!K.(=Y.(5!,9!J05!.)!)K5!S90),)J)5!0K.//!E5!g.,/MN5-J(5!J9/500!+(50-(,E5=!)'!E5!g.,/MN.I5!E*!EJ,/=,94!
-'=5!'(!.0!=,(5-)5=!E*!;SA\0!8.T+J0!N.I5)*!U!N5-J(,)*!S9I(.0)(J-)J(5!A5.T!@8NNSB!)'!E5!05)J+!.0!2('?,0,'9./!G9/'-3#!
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!
!

8I061356!BG6P!&2,0!9,15GE.!

)I
*.
.3
GG

+
!

^-
E6
15
GE

!

'1
G3
03
GG

+
!

^-
E6
15
GE

!

J
0I
*2
0F

!
8Q
30
..
!

Z0
2!
9
40
3Y

35
F0

!

^*
5I!
'*
/0
!

^*
5I!
'0
6-
30
!

O
-1
G!
J
GG

3!
9
,0

E0
3!

<G
.5
15
40
!

B*
16
X!

S'
+
GP

0T
!

AG10.!

;'(),05!P/5-)(,-!Q'-3! _! _! !! _! _! _! !! _! 2(5I5((5=!N'/J),'9!

8*/,9=(,-./!P/5-)(,-!Q'-3!
_! _! !! _! _! _! !! _!

L')!7//'Y5=!.)!S90),M
)J)5!Y,)K'J)!8NNS!.+M

+('?./!

P/5-)(,-!N)(,35!@IJ9-),'9!E*!
')K5(!K.(=Y.(5B!

E]*! E]*! !! _! _! _! _! !!
g(.T5!0,=5aK5.=5(!'(!
,9.-),?5!=''(a/5.Ie!
(5+/.-50!I/.)!0)(,35!

NJ(I.-5!;'J9)5=!P/5-)(,-!
N)(,35!@IJ9-),'9!E*!')K5(!
KYB!

E]*! E]*! !! _! _! _! _! !!
g(.T5!'(!,9.-),?5!
=''(a/5.Ie!J05=!
YaH,T!2.9,-!_.(0!

H,T!2.9,-!_.(!@PQHB!
_! _! !! _! !! _! _! !!

&5?,-50!.(5![='4.M
E/5[e!2(5I5(!mPQ!N'/JM

),'9!

;'(),05!2.9,-!_.(!
_! _! !! _! _! _! !! _!

&5?,-50!.(5![='4.M
E/5[e!-.9!='!7&>!EJ)!
/'05!+'0,),?5!/.)-K!

^5(),-./!H'=!YaP/5-)(,-!_.(!

_! _! !! _! !! _! _! !!

&5?,-50!.(5![='4.M
E/5[e!NJ(I.-5!'9/*e!
8'9-5./5=!9')!./M

/'Y5=!

^5(),-./!H'=!YaP/5-)(,-!
A(,T!

_! _! !! _! _! _! !! _!

&5?,-50!.(5![='4.M
E/5[e!NJ(I.-5!'9/*e!
8'9-5./5=!9')!./M

/'Y5=!

^5(),-./!H'=!YaP/5-)(,-!_.(!
.9=!P/5-)(,-!A(,T!

_! _! !! _! _! _! _! !!

&5?,-50!.(5![='4.M
E/5[e!NJ(I.-5!'9/*e!
8'9-5./5=!9')!./M

/'Y5=!

NK5.(!N)*/5!Q'-3! !! _! !! !! _! !! _! !! L')!7//'Y5=!

P/5-)('T.495),-!Q'-3! !! _! !! !! _! !! _! !! L')!7//'Y5=!!

&5/.*5=!P4(500!G0,94!P/5-M
)('T.495),-!Q'-3!

!! !! k! !! _! !! !! !!
S9,),.)5=!E*!.))5T+)!
)'!54(500!@0Y,)-K!,9!

E.(B!
&5/.*5=!P4(500!G0,94!
&5=,-.)5=!P/5-)('T.495),-!
Q'-3!

!! !! k! !! _! !! !! !! S9,),.)5=!E*!=''(!
T'?5T59)!@HPkB!

&5/.*5=!P4(500!G0,94!P/5-M
)(,-!_.(!@8K5]MS)B!

!! !! k! !! _! !! !! !!

S9,),.)5=!E*!.))5T+)!
)'!54(500!@0Y,)-K!,9!
E.(Be!+(5I5((5=!0'/JM

),'9!

&5/.*5=!P4(500!G0,94!P/5-M
)(,-!_.(!@8K5]MS)!
Ya;'(),05B!

!! !! k! _! _! !! !! _!

S9,),.)5=!E*!.))5T+)!
)'!54(500!@0Y,)-K!,9!
E.(Be!+(5I5((5=!0'/JM

),'9!
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!
!

O,,0EF5\!`!$%&!O,,3G40F!'1*EF*3F!J04560.a!)G+,GE0E1.a!*EF!)*VI5EQ!'1*EF*3F.!

!
H5I5(!)'!)K5!;.0)5(!;SA!8.T+J0!N5-J(,)*!N).9=.(=!&5?,-50X!8'T+'959)0X!.9=!8.E/,94!0).9=.(=0!7++59=,]!.I)5(!)K,0!
='-JT59)#!
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!
!

O,,0EF5\!`!'XG,!J3*:5EQ.! !

H5I5(!)'!)K5!;.0)5(!N5-J(,)*!2&g!.)!)K5!59=!'I!)K,0!='-JT59)!I'(!.//!0K'+!=(.Y,940!I'(!05-J(,)*!+.95/0X!(5.=5(0X!T'9,M

)'(!+',9)0X!0J(?5,//.9-5!-.T5(.0X!,9)5(-'T0!.9=!PT5(459-*!+K'950#!bAG10c!OII!.XG,!F3*:5EQ.!*30!1G!V0!,35E10F!5E!

I*3Q03!.5d0.!1G!30*F#!

!

O,,0EF5\!`!&03+5EGIGQ50.!

AK5(5!.(5!.!9JTE5(!'I!9.T50!.9=!.-('9*T0!J05=!)'!=50-(,E5!)K5!-'T+'959)0!'I!)K5!;SA!05-J(,)*!59?,('9M
T59)#!!7EE(5?,.),'90!.9=!.00JT5=!0JE!-'T+'959)0!)K('J4K'J)!)K,0!='-JT59)!.9=!(5/.)5=!0).9=.(=0!,9M
-/J=5Z!!
!

!
o ;SA2&!f!;.00.-KJ05))0!S90),)J)5!'I!A5-K9'/'4*!2'/,-5!&5+.()T59)!
o SNUA!f!S9I'(T.),'9!N*0)5T0!.9=!A5-K9'/'4*X!;SA\0!S9I'(T.),'9!A5-K9'/'4*!=5+.()T59)!
o 8NNSZ!;SAX!SNUAX!8.T+J0!N.I5)*!U!N5-J(,)*!S9I(.0)(J-)J(5!A5.T!
o _;N!f!_J,/=,94!;.9.45T59)!N*0)5T0!&S^#!$"!
o ^>S2!f!^',-5!'?5(!S2!
o 27N!f!2JE/,-!7==(500!N*0)5T!
o L2A!f!L.),'9./!N).9=.(=!2,+5!AK(5.=!@7T5(,-.9B!
o 2>P!f!2'Y5(!>?5(!P)K5(95)!
o S2!f!S9)5(95)!2(')'-'/!
o 2Ai!f!2.9!A,/)!i''T!
o &SAH!f!&,0)(,EJ)5=!SA!H50'J(-50!!
o 782Z!7--500!8'9)('/!2.95/!
o S72Z!S9)(J0,'9!7/.(T!2.95/!
o 7iZ!S9)(J0,'9!7/.(T!i'95!!

o S9-/J=50Z!
! 7a&M`2Z!7(Ta&,0.(T!`5*+.=!
! 7a&MH&HZ!7(Ta&,0.(T!H5.=5(!
! ;NZ!;'),'9!N590'(!
! &8Z!&''(!8'9).-)0!
! NZ!N'J9=5(!

o SLAM8HAQHZ!S9)5(-'T!8'9)('//5(!
o S9-/J=50Z!

! SLAM&GZ!S9)5(-'T!&''(!G9,)!
! SLAMH8^HZ!S9)5(-'T!H5-5,?5(!G9,)!@Y.//!'(!=503!T'J9)5=B!

o &H_Z!&''(!H5/5.05!_J))'9!
o 8HZ!8.(=!H5.=5(a7--500!8'9)('/!2',9)0!!

o S9-/J=50Z!
! H&HZ!8.(=!H5.=5(!
! Q8`Z!P/5-)(,-!Q'-3,94!<.(=Y.(5!
! &8Z!&''(!8'9).-)0!
! HAP!'(!HPkZ!H5dJ50)!)'!P],)!&5?,-5!@5TE5==5=!,9!;'(),05!Q'-30B!
! NZ!N'J9=5(!@;.*!'(!T.*!9')!.++/*!)'!-.(=!(5.=5(!=''(0B!

o 8HM7&>Z!8.(=!H5.=5(!=''(!Y,)K!.J)'!=''(!'+595(!
o S9-/J=50Z!
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! 8H!f!8.(=!H5.=5(!
! 7&>!f!7J)'T.),-!&''(!>+595(!
! 2&QMSLZ!S9E'J9=!2.==/5!
! 2&QM>GAZ!>J)E'J9=!2.==/5!

!
o ;.495),-!&''(!<'/=!>+59!=5?,-5!@&<>B#!!!
o ;2A!'(!;Z!;'9,)'(!2',9)!&''(0!

o S9-/J=50Z!
! &8Z!&''(!-'9).-)0!
! HAP!'(!HPkZ!H5dJ50)!)'!P],)!&5?,-5!
! NZ!N'J9=5(0!

o AHZ!A5/5-'TTJ9,-.),'90!H''T0!
o 7P&Z!7J)'T.)5=!P])5(9./!&5I,E(,//.)'(0!
o N8Z!N5-J(,)*!8'9)(.-)'(!
o g.,/MN.I5!f!79!5/5-)(,-!/'-3!)K.)!K.0!.!T5-K.9,-./!0).)5!'I!E5,94!J9/'-35=!.9=!(5dJ,(50!+'Y5(!)'!/'-3!

,)#!!7//'Y0!g(55!S94(500!YK59!J9+'Y5(5=#!
o g.,/MN5-J(5!f!79!5/5-)(,-!/'-3!)K.)!K.0!.!T5-K.9,-./!0).)5!'I!E5,94!/'-35=!.9=!(5dJ,(50!+'Y5(!)'!J9/'-3!

,)#!!2(5?59)0!g(55!S94(500!YK59!J9+'Y5(5=#!
o j2('?,0,'9./!G9/'-3l!f!79!5/5-)(,-!/'-3!)K.)!K.0!.!T5-K.9,-./!0).)5!'I!E5,94!/'-35=!@g.,/MN5-J(5B!YK,-K!,0!+'YM

5(5=!=J(,94!.9!.-),?5!I,(5!0*0)5T0!5?59)!)K5(5E*!.//'Y,94!g(55!S94(500!=J(,94!.!I,(5!5T5(459-*#!!A*+,-.//*!
J05=!'9!T.,9!59)(.9-50!)'!)K5!;SA!EJ,/=,94!.9=!5/5-)(,-.//*!/'-35=!g.,/MN5-J(5!=''(0!'9!)K5!+.)K!)K5!5T5(M
459-*!(50+'9=5(0!Y'J/=!J05!)'!(5.-K!)K5!g,(5!8'TT.9=!859)5(!,9!)K5!EJ,/=,94#!!7//'Y0!g(55!S94(500!'9!.-),?5!
g,(5!N*0)5T0!5T5(459-*!EJ)!+(5?59)0!g(55!S94(500!'9!EJ,/=,94!/'00!'I!+'Y5(#!

o &5/.*5=!P4(500!f!7!=5/.*!E5)Y559!)K5!.))5T+)!)'!5],)!.9=!)K5!.E,/,)*!)'!5],)#!!S9!=''(!K.(=Y.(5!0*0)5T0X!,)!,0!
.--'T+/,0K5=!E*!)K5!)(,445(,94!'I!.!0Y,)-K!Y,)K,9!.!-'T+'959)!'I!)K5!=''(!K.(=Y.(5!=J(,94!)K5!-'J(05!'I!.9!
5],)!.))5T+)#!!AK5!0Y,)-K!0).()0!.9!,((5?'-.E/5!%1!05-'9=!),T,94!05dJ59-5!/5.=,94!)'!)K5!J9/'-3,94!'I!)K5!
=''(!,9!)K5!=,(5-),'9!'I!54(500#!!AK5(5!-.9!E5!'9/*!'95!&5/.*5=!P4(500!5/5-)(,-!/'-3!'9!)K5!+.)K!'I!54(500#!

!
END OF DOCUMENT 

!
!



MIT Campus Security Standards Devices and Components Appendix 
Access Control Buidling controller Make Model Notes
Synergis Cloud Link (SCL) controller Genetec SY-CLOUDLINK Device is PoE.  Only required when a building doesn’t already have one.
Access Control Panels Make Model Notes (requires Power, Network, and Fire System Connections)
Arlington Non Metallic Enclosure with Back Plate Arlington EB1212BP
Mercury Controller Bd Mercury LP1502  
Mercury Controller Bd Mercury LP1501
Mercury Reader Interface Module Mercury MR52  
Mercury Power Supply Mercury FP0150/250 P16A  
8 Input Board -I8 Mercury MR16IN Input Board 
8 Output Board -R8 Mercury MR16OUT Output Board
Life Safety Supply Power Supply LSPS ISCAN 150/250-16
Access Control Card Readers Make Model Notes
HID Signo - 20 (Mullion) HID 20NKS-00-0001T9 Mullion.  Includes programming for Apple wallet
HID Signo - 40 (Wallswitch) HID 40NKS-00-0001T9 Wallswitch.  Includes programming for Apple wallet
Access Control Electrified Locking Hardware Make Model Notes
!"#$%&'$()*&+,#(-*$.(/012%#3&4%#5(6!7(8/'%$9 8$9"43# -:;:<(=067(8/'%$9 >&#?#&&#5(!"#$%&'$()*&+,#(-*$.(/0@A'"%B'2(6!7(C#D'$#
!"#$%&'$()*&+,#(E5*#,(F*%9(!G(H(!-I 8$9"43# -:;:< !"#$%&'$()*&+,#(-*$.(/0*(6!7(E6#JA'&#,(6!7()*+*2(8#2,*&I
!"#$%&'$(8%&'.# K*2(CAL&'2 MNNN(G8O<C(<PKCQ(R80R8! >&#?#&&#5(8A&?4$#()*A2%#5(!"#$%&'$(8%&'.#
!"#$%&'$(8%&'.# K*2(CAL&'2 M<N;(G8O<C(<PKCQ(R80R8! >&#?#&&#5(!"#$%&'$(8%&'.#(ES%,(42(TU81($A%*A%I
!"#$%&'$(8%&'.# K*2(CAL&'2 M<NN(G8O<C(<PKCQ(R80R8! >&#?#&&#5(!"#$%&'$(8%&'.#(ES%,(42(TU81($A%*A%I
!"#$%&'$(8%&'.# K*2(CAL&'2 M<NV(G8O<C(<PKCQ(R80R8! >&#?#&&#5(!"#$%&'$(8%&'.#(?*&(8*"'5(=**5(R&4W#
!"#$%&'$(8%&'.# K*2(CAL&'2 M<<O(G8O<C(<PKCQ(R80R8! >&#?#&&#5(!"#$%&'$(8%&'.#(?*&(C*AF"#(=**5(C**&
!"#$%&'$(8%&'.# K*2(CAL&'2 MO;;(G8O<C(N<0<PKCQ(R80R8! >&#?#&&#5(!"#$%&'$(8%&'.#(8A&?4$#()*A2%#5
!"#$%&'$(8%&'.# T54W,(6'%# XN;;BVN;BM<YB;; !"#$%&'$(8%&'.#(?*&(8%*&#?&*2%(E2*%(L&#?#&&#5I
!"#$%&'$(8%&'.# T54W,(6'%# XNP;BVN;BONOB;; !"#$%&'$(8%&'.#(?*&(8%*&#?&*2%(E2*%(L&#?#&&#5I
!"#$%&'$(8%&'.# Z!8 :P;;BN<0<PCBMNO !"#$%&'$(8%&'.#(?*&(Q#&%4'2(8A&?4$#()*A2%(E2*%(L&#?#&&#5I
!"#$%&'$(8%&'.# Z!8 :M;;(N<0<PKBMO; !"#$%&'$(8%&'.#(?*&(Q#&%4'2(8A&?4$#()*A2%(E2*%(L&#?#&&#5I
!"#$%&'$(8%&'.# Z!8 PV;;(N<0<PKBMO; !"#$%&'$(8%&'.#(?*&(Q#&%4'2(Q'&$AW,%42$#,(E2*%(L&#?#&&#5I
!"#$%&'$(8%&'.#(8A&?4$#()*A2%#5( R*"3#&(T54W, ON;BPBN(R<PCMO; !"#$%&'$(Z#45#&(8%&'.#(EL&#?#&&#5(?*&(4""B3"4,,(5**&,I
Electric Latch Retraction Crashbar (Can be rim or 
vertical) Von Duprin QEL 9927 Notes (Whatever Model with "Q" at beginning like "QEL" and w/RX)
>*/#&(8ALL"[(/0F4\#&[(F4$.(AL K*2(CAL&'2 >8:NPB<68B@@(E&#L"4$#,(YXOB<I U#$#,,4&[(=9#2(]**()42[(^!-_,(*2(>42#"(EW*&#(%942(%/*I
^!-`(Q*2D#&,'*2(a'%(O_ K*2(CAL&'2 ^!-`(Q*2D#&,'*2(a'%(O_ Q*2D#&%,(!b',+23(Q&4,9F4&(%*(!"#$%&'$
^!-`(Q*2D#&,'*2(a'%(P_ K*2(CAL&'2 ^!-`(Q*2D#&,'*2(a'%(P_ Q*2D#&%,(!b',+23(Q&4,9F4&(%*(!"#$%&'$
!"#$%&'$()*&+,#(Q&4,9F4& K*2(CAL&'2 !XV;;(G8O<C(<PKCQ(R8 >&#?#&&#5()*&+,#(Q&4,9F4&
!"#$%&'$(]&'W(?*&(Q&4,9F4& K*2(CAL&'2 !::M-B)(G8O<C(<PKCQ(;M(-Z6 >&#?#&&#5(R4'"(84?#(%*()4%$9(GL(/0)#$9(Q&4,9F4&
C#"4[#5(!3&#,,(Q&4,9F4& K*2(CAL&'2 Q9#bB1% G,#5(?*&(T"4&W#5(c2"[(C#"4[#5(!3&#,,(C**&,
C#"4[#5(!3&#,,(Q&4,9F4&(/0)*&+,# K*2(CAL&'2 Q9#bB1%(/0)*&+,# G,#5(?*&(T"4&W#5(c2"[(C#"4[#5(!3&#,,(C**&,
Access Control Electric Power Transfer Make Model Notes
PdVebPdVe(Y(/'&#(9'23# 8%42"#[ Q!Q@NX:BVY !"#$%&'$(]&42,?#&(Z'23#
>*/#&(]&42,?#&(T&W K*2(CAL&'2 !>]BN; !"#$%&'$(>*/#&(]&42,?#&(T&W
Access Control Door Cords (Not preferred) Make Model Notes
NYe(O0Ye(T"AW'2AW(5**&($*&5 a##5#b aBC-OYT T"AW'2AW(>*/#&(]&42,?#&(Q*&5
NYe(O0Ye(@"4$.(5**&($*&5 a##5#b aBC-OY@-a @"4$.(>*/#&(]&42,?#&(Q*&5



NYe(O0Ye(C4&.(@&*/2(5**&($*&5 a##5#b aBC-OY@ CA&42*+.(>*/#&(]&42,?#&(Q*&5
Door Contacts Make Model Notes
O0Pe(8>8](C8)BC**&(8/'%$9()*2'%*&B@&*/2 f6 f6BNY;N<=f@6 TXRO;;VY;XMg(O0Pe(6#$#,,#5(>R(Q*2%(QQh(@&*/2h(='5#(f4L
O0Pe(8>8](C8)BC**&(8/'%$9()*2'%*&B=9'%# f6 f6BNY;N<=f=Z TXRO;;MV::Og(O0Pe(6#$#,,#5(>R(Q*2%(QQh(=9'%#h(='5#(f4L
8>8](8A&?4$#()*A2%(Q*2%4$% f6 f1BPP;;T f61(='5#(f4L(8A&?4$#(Q*2%4$%h(U*&W4""[(cL#2h(Q"*,#5(-**L

Access Control Request to Exit Motion Sensors
Make Model Notes (Only to be used where integrated REX is 

not available)
f&4[(>1606!7 @*,$9 C8NM; f&#[(6#JA#,%B%*B!b'%()*+*2(8#2,*&
@"4$.(>1606!7 @*,$9 C8NMN @"4$.(6#JA#,%B%*B!b'%()*+*2(8#2,*&
Cabling - Access Control Make Model Notes (all low voltage, see Div 27)

Plenum Access Control Composite Cable (Purple) Windy City Wire 4461050
(Door Cabling) Pulled per door or double door with 
inactive leaf. Overall Jacket is Purple. P/N for 1000’ 
spool, append -500-all monitored doors

Plenum 22-6 (Purple) Windy City Wire 444391-50 Additional wiring points such as ADO doors or intercom
Plenum 22-12 (Purple) non shielded Windy City Wire 444394-50 Used for ADO integration and additional points
OSP Cable -Multi-Conductor Shielded Non-Plenum 
Cable with Water Block Tape (Use for CR Bollards at 
door / Parking Gate pedestals)

Windy City Wire 416400WBT
22 AWG 6 Conductor Bare Cooper, Shielded Non-
Plenum with Water Block Tape, UL listed C(UL)US 
CMR

Cabling - Communications (Emergency Phones, Intercoms)Make Model Notes (all low voltage, see Div 27)
Plenum 22-6 (Purple) Windy City Wire 444391-50 Additional wiring points such as ADO doors or intercom
OSP Cable -Multi-Conductor Shielded Non-Plenum 
Cable with Water Block Tape (Use for Emergency 
Phone Stanchions)

Windy City Wire 416400WBT
22 AWG 6 Conductor Bare Cooper, Shielded Non-
Plenum with Water Block Tape, UL listed C(UL)US 
CMR

DITEK Surge Protection, Modular Low Voltage Surge 
Protectors. (DTK-2MHLPF Series) DITEK DTK-2MHLP24BWB

Approved Surge Protection required at all Code Blue 
Emergency Phone Stanchions as well as 
Telecommunications room at for 22/6 Windy City 

Category 6A U/UTP Cable, white jacket, 4 pair count. 
2091B GR 4/23 R1000, GigaSPEED X10D

CommScope 760105940
CommScope Interior Ethernet cabling. Please refer 
to IS&T Design Specifications.

GigaSPEED X10D® MGS600 Series Information
Outlet, white. CommScope 760092429

CommScope Information outlet to be used at end 
device, terminated in back box. Please refer to IS&T 
Division 27 Design Specifications.GigaSPEED X10D® 1100GS6 Evolve Category 6A 

U/UTP Patch Panel, 24 port. 360-IPR-1100-E-GS6-1U-
24, SYSTIMAX 360

CommScope 760152587
CommScope Telecommunication room rack 
mounted panel. Please refer to IS&T Division 27 
Design Specifications. (

CommScope Category 6A U/UTP CS44P-IO 
indoor/outdoor Cable, black jacket, 4 pair count.

CommScope 874036404-10
CommScope INDOOR/OUTDOOR Ethernet cabling 
to be used for Emergency Phone free standing 
stanchions. 

CAT6A Surge Protection - Modular Protection, 4 pair. SurgeGate CAT6A-75
Approved Surge Protection required at all Code Blue 
Emergency Phone Stanchions as well as 
Telecommunications room at for OSP cabling.

Cabling - Cameras Make Model Notes (all low voltage, see Div 27)

Category 6A U/UTP Cable, white jacket, 4 pair count. 
2091B GR 4/23 R1000, GigaSPEED X10D

CommScope 760105940
CommScope Interior Ethernet cabling. Please refer 
to IS&T Design Specifications.



GigaSPEED X10D® MGS600 Series Information
Outlet, white. CommScope 760092429

CommScope Information outlet to be used at end 
device, terminated in back box. Please refer to IS&T 
Division 27 Design Specifications.GigaSPEED X10D® 1100GS6 Evolve Category 6A 

U/UTP Patch Panel, 24 port. 360-IPR-1100-E-GS6-1U-
24, SYSTIMAX 360

CommScope 760152587
CommScope Telecommunication room rack 
mounted panel. Please refer to IS&T Division 27 
Design Specifications. (

CommScope Category 6A U/UTP CS44P-IO 
indoor/outdoor Cable, black jacket, 4 pair count.

CommScope 874036404-10
CommScope INDOOR/OUTDOOR Ethernet cabling 
to be used for Emergency Phone free standing 
stanchions. 

Intercoms Make Model Notes (1 CAT and 1 22/6 per intercom device)
Exterior: 2N IP Force w/1 Button and HD Camera Axis MFR#: 01337-001|9151101CHW Part # 952456
Exterior: Brick Flush Mounting Box Axis Part # 9151001
Exterior: Plasterboard Flush Mounting Box Axis Part # 9151002
Interior: 2N IP Solo with Camera – Flush Mounted Axis MFR #01300-001 |9155301CF Part # 952420
Interior: 2N IP Solo with Camera – Surface Mounted Axis MFR #0130-001 | 9155301CS Part # 952419
Interior: 2N IP Solo without Camera – Flush Mounted Axis MFR #01300-001 |9155301F Part # 9155301BF
Interior: 2N IP Solo without Camera – Surface Mounted Axis MFR #0130-001 | 9155301S Part # 9155301BS
Intrusion Alarm Devices Make Model Notes
@*,$9(a'%(E@:VN<fh(@YN;Oh(;NMP;I @*,$9 @:VN<fBQ(
@*,$9(f(8#&'#,(12%&A,'*2(>42#"(Q*22#$+*2 @*,$9 f8QBNT>B@*,$9 (
@*,$9(@:VN<f(>42#" @*,$9 @:VN<f >42#"
N<ebN<ebMe(U#W4BN(!2$"*,A&# Z*iW42 TN<UN<M 12?&4,%&A$%A&#(!2$"*,A&#(?*&(T"4&W(>42#"(>*/#&(H(]#"0C4%4
N<K(XTZ(Tf)(d<V;(8-T(@4\#&[ =aTN<BXR<
Y('2LA%(W*5A"#(?*&(8CN<(@A, @*,$9 @<;Y (
Y(&#"4[(W*5A#"(?*&(8CN< @*,$9 @O;Y
Q*"*&(f&4L9'$(]*A$9(8$&##2(a#[L45(/'%9(>*b(E@"4$.I @*,$9 @:P< (
<;_b<;_(]&']#$9(>160)=(]&'%#$9()*+*2(5#%#$%*& @*,$9 18QB@C-<B=>Mf )*+*2(8#2,*&
P;_bP;_(]&']#$9(>160)=(]&'%#$9()*+*2(5#%#$%*& @*,$9 18QB@C-<B=>N<f )*+*2(8#2,*&
M;_bY;_(]&']#$9(>160)=(]&'%#$9()*+*2(5#%#$%*& @*,$9 18QB@C-NB=NYf )*+*2(8#2,*&
X;_bOM;j(L4,,'D#('2?&4&#5($#'"'23(W*A2%()*+*2(5#%#$%*&@*,$9 C8:O: )*+*2(8#2,*&
O0Pe(8>8](C8)BC**&(8/'%$9()*2'%*&B@&*/2 f6 f6BNY;N<=f@6 TXRO;;VY;XMg(O0Pe(6#$#,,#5(>R(Q*2%(QQh(@&*/2h(='5#(f4L
O0Pe(8>8](C8)BC**&(8/'%$9()*2'%*&B=9'%# f6 f6BNY;N<=f=Z TXRO;;MV::Og(O0Pe(6#$#,,#5(>R(Q*2%(QQh(=9'%#h(='5#(f4L
8>8](8A&?4$#()*A2%(Q*2%4$% f6 f1BPP;;T f61(='5#(f4L(8A&?4$#(Q*2%4$%h(U*&W4""[(cL#2h(Q"*,#5(-**L
645'*2(>'&0)'$&*/4D#(%&'%#$9(OVk(F[(OVk(N;;"F(L#%('WWA2'%[@*,$9 R6C-BNNBT ='&#"#,,()*+*2(C#%#$*&
645'*2(='&#"#,,(6#$#'D#&(8CN<(Q*WL4+F"#(L42#", @*,$9 @YN; (
C**&(='25*/(Q*2%4$%(B(,A&?4$%(W*A2% @*,$9 6RC=B8)BT
G2'D#&,4"(]&42,W'\#& @*,$9 6RGUBT
>42'$(@A\*2(B(8'23"#(@A\*2 @*,$9 6R>@B8@BT
Cameras Make Model Notes ($250 one-time and annual $350 recurring costs for customers)
!b%#&24"(>]l(Q4W#&4 Tb',(( ^M;XVB!(>]l(Em;NXV<B;;PI
125**&0cA%5**&(>]l Tb', ^MONVB-!(M;(Zn(E;N:<VB;;PI
125**&0cA%5**&(R'b#5(C*W# Tb', ^OVOYB-K!(E;<<<VB;;NI
12%#&24"(Q4W#&4(]>O<;N(6#$#,,()*A2%(a'% Tb',(( ]>O<;N(Em;NXVXB;;NI(
8L#$'4"%[(Q4W#&4(RPN()4'2(G2'% Tb',(( RPN(Em;MVYB;;NI(
8L#$'4"%[(8#2,*&(G2'% Tb',(( RN;;VB!(Em;MXMB;;NI(
8L#$'4"%[(Q4W#&4o(RY<N<(]&'W(6'23(?*&(RN;;VB!0RN;OVB!(8#2,*&(G2'%,(425(>N<NPB!0>N<<PB!(U#%/*&.(Q4W#&4,(Tb',(( RY<N<(]&'W(6'23(EmVV;XBNNNI
]:NCMN(=4""()*A2% Tb',(( ]:NCMN(EmVV;XBNNNI



]:Pa;NC(>#2542%(a'%( Tb',(( ]:Pa;NC(EmVV;VB;YNI(
]:N@PX(>*"#()*A2%( Tb',(( ]:N@PX(Em;NNMPB;;NI(
6**?o(>#"$*h(>4&4L#%(6**k*L()*A2%( >#"$* T2'b%#&(Em>>PVNI
6**?o(>#"$*h(>4&4L#%(6**k*L()*A2%( >#"$* T2'b%#&(Em>>PV;I(
6**?o(G,#(]:Pa;NC(>#2542%(a'%( Tb',(( ]:Pa;NC(EmVV;VB;YNI(
Emergency Phones Forward Facing Camera Make Model Notes
!W#&3#2$[(>9*2# Q*5#(@"A# 1>V;;;

!W#&3#2$[(>9*2#(=4""()*A2%(E&#JA'&#,(P(QT]BMT(425(5#5'$4%#5(N<;(KTQIQ*5#(@"A# !"##$%$&''&

Q*2,',%,(*?o(
p(!2$"*,A&#0G2'%o(Q@B<#(/0>T8
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Emergency Phone Forward Facing Camera Make Model Notes (Forward Facing Camera Required for Stanchion or Wall Mount)
Main Unit Axis F41 (0658-001)
E Sensor Unit Axis F1005 (0676-001)
Trim Ring (pack of 10) Axis F8212 (5507-111)
Emergency Phone PTZ for Stanchion Make Model Notes (PTZ camera for Stanchion/Tower Only)
PTZ Network Camera Axis Q6075-E (01752-004)

Pendant Kit Axis T94A01D (5502-431)

This comes with most Axis mounts but does not 
come with the Code Blue camera arm and is needed 
to mount the Q6075 PTZ camera to the Code Blue 
mount.



NOTE: For emergency phones, the following components are all necessary:Stanchion or Wall Mount
Forward Facing Camera
(For Stanchion only) PTZ Camera

Access Control Key Management Make Model Notes (Forward Facing Camera Required for Stanchion or Wall Mount)
Deister ProxSafe flex II 12u
















































